Administrative Tool & Part 11

38. Administrative Tool & Part 11

38.1

Introduction

Historically, QC-CALC Real-Time has been used within an individual inspection
machine as a single copy of software. Each person controlled and adjusted QC-
CALC’s operation individually. As networks became more prevalent, the
inspection devices were connected to the network making data movement
easier. This created the need to control the individual copies of QC-CALC
running throughout the shop from a central location.

The Administrative Tool helps the Quality Department set up and control every
copy of QC-CALC within the entire company. This tool can be activated and used
from any of the QC-CALC copies on the network.

In addition, the medical supply companies must satisfy FDA title 21 Code of
Federal Regulations (CFR21 Part 11) Electronic Records; Electronic Signatures,
as it applies in a medical manufacturing environment. A special section has been
added to this document which describes how QC-CALC can be configured to
help you meet the requirements of Part 11.
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38.2 Setup and Installation Instructions
38.2.1 Introduction

There are several installation options for QC-CALC. You can install the standard
QC-CALC.You can use a System Management Server such as Microsoft’s SMS
or Altiris’ Service-Oriented Management solution. Both of these programs can
be used to install multiple copies of QC-CALC throughout your company at the
same time. By using our batch file commands, you can run these installations in
silent mode or allow the user to see the installation on their local screen.
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38.3 Silent Install

The installation of QC-CALC (Administrative Copy) can be automated to a point
where no questions are asked. Optionally, you can run the install in a silent mode
where no screens are displayed. This type of installation requires a batch file that
contains instructions to tell QC-CALC what to do and how to do it.

Normally, this type of automated installation is used in companies where the IT
department “rolls out” the installation from a central server. This type of install
reduces time and increase control in physically large companies.

You can use a System Management Server such as Microsoft’s SMS or Altiris’
Service-Oriented Management solution. Both programs can be used to install
multiple copies of QC-CALC throughout your company at the same time. By
using our batch file commands, you can run these installations in silent mode or
allow the user to see the installation on their local screen.

Note: In all cases, an installation screen will appear briefly during the installation
process. Following this, a progress bar will be displayed. This is meant as a
visual cue that the install is taking place.

38.4 Setup Batch File

38.4.1 The Batch File Location

The batch file needed to automate QC-CALC'’s installation should be located on
a shared server that is accessible to all shop floor PCs.

38.4.2 The Batch File Contents

The batch file consists of one line starting with the server path and the install .exe
followed by optional arguments. The following shows the contents of an example
file called QCCALC41.BAT. Keep in mind this is one long command even though
it appears on multiple lines. All arguments are separated by (;) semi-colons with
no extra <spaces>.

If you omit any of the arguments below, the corresponding installation screen will
appear asking the user to provide this information.

S:\Prolink_Install\QCCALCDemo4l.EXE /silent;
destinationpath=C:\Program Files (x86) \Prolink\QC-CALC 4.1\;
adminpath=H:\SPC\Admin)\; usergroup=Operator;username=Bruce;
companyname=My Co.;plsserver= Prolinkl;plsport=5928;
plspassword=;theme=0Office 2010 Style;activationpref=RT

Batch File Command Item

Comments

S:\Prolink_Install\__.EXE

Name of the install file downloaded from the Prolink
website. Must be followed by a <space> and /silent.

/silent;

If this switch is present, the installation process is not
visible on the target PC. If this switch is omitted, the
InstallShield screen is displayed and someone will have to
click the installation wizard’s Next > button to continue the
setup. The answers to the wizard’s questions would be
filled in by the contents of the batch file but you should
include the /silent switch.

destinationpath= ;

This is the installation path where QC-CALC will be
installed in the CMM or gaging station. You can change it
to whatever path you desire. The default path is:

C:\Program Files (x86)\Prolink\QC-CALC 4.1\
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adminpath=H:\SPC\Admin\;

This is the folder used to control all QC-CALCs in your
facility. All common settings are stored here. You should
standardize on the location by using a batch file like this
one.

usergroup=Operator;

This command sets the active user group when the
installation is complete. This command will work if you set
up one copy of QC-CALC on your desktop PC and created
this user groups first.

username=Bruce;

Sets the user name into QC-CALC. This name appears on
some reports.

companyname=My Co.

Sets the company name into QC-CALC. This name
appears on some reports.

plsserver=Prolink1

This is the server name where Prolink License Server
(PLS) is installed. No slashes or drives, just the server
name.

plsport=5928

This is an internal value and is defaulted to 5928.

plspassword=

An optional password set in the PLS program. The
passwords must match. This prevents uncontrolled
installations.

theme=

You can specify the Theme to be used by QC-CALC. The
value entered here must exactly match an item from the list
in the Tools > Options > Global > Themes area.

activationpref=RT

e.g.

activationpref=CALC
activationpref=RT
activationpref=SPC
activationpref=GS

QC-CALC has an additional activation preference flag
called activationpref. Possible values for the activationpref
are:

QC-CALC Enterprise (SPC & RT)

QC-CALC Real-Time only

QC-CALC SPC only

GageStation (QC-CALC Real-Time & QC-Gage)

Note: adminpath and usergroup only apply to QC-CALC and QC-Gage

installations.
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38.5 Manage User Groups

]

S,

For simplicity reasons, QC-CALC does not save administrative settings at the
user level. Instead, groups are created with default settings and locked from
being changed. Copies of QC-CALC are then assigned to these groups. It is not
necessary to log in as a particular user in order to obtain your group settings
since groups are assigned at the PC level. It is assumed that all users using a
particular PC are in the same group. This form of security was chosen because
QC-CALC runs without human intervention. It is critical not to interrupt data
collection due to login errors.

Note: Individual user id/password combinations are assigned to individual
persons for Part 11 related activities such as auditing and the digital signing of
reports. Please see the CFR21 Part 11 Considerations section on page 259 for
details.

38.6 Create User Groups

After enabling the Administrative Tools menu, User Groups need to be
created.

1. To access the User Group Manager, select the Administrative Tools >
Manage User Groups menu and enter your password

User Group Manager

Use this screen to Add, Copy, Delete, Assign, or Edit User Groups.

Admin Tool Path: C:'Prolink\AdminY

Close

2. To create a new user group, click the Add button. The screen below will
appear describing the process involved in the screens following.

Admin Tool

'ou are about to manage a User Group. You must lock settings in order
for your changes to be zaved into the User Group. Click the hand button
at the bottom of the soreen to change the curzor to a hand, then uge the
hand curzar to click on a setting to lock. Once a setting iz locked it will be
shown az purple.

The kenu Spstem Manager and Part 11 screens do not have any settings
that can be locked because these screens are not available in the Tools »
Options soreen. The hand buttan iz graved out when you are an these
sCreens

[ Don't show this form again.

3. Enter a name for the User Group you want to create. For our examples
below we entered CMM Users.

Add new User Group

Please enter a name for the new User Group

|CMM Users
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4. To configure the settings that you want the computers in your group to follow,
select your group from the list and click the Manage Group button.

User Group Manager
Use this screen to Add, Copy, Delete, Assign, or Edit User Groups.

L ][5 5%

Admin Tool Path: C:ProlinklAdmin

Close

38.6.1 Manage Group

The Manage Group button is used to set the configurations applied to all
computers within a group and therefore establish the look and feel of each QC-
CALC in the group.

Select Common Settings

The Settings screen when managing user groups is similar to the Tools >
Options screen. There is an additional Hand button at the bottom of the window
and two additional items in the list on the left labeled Menu System Manager
and Part 11. To lock a setting, change any option to the desired value, click the
Hand button, and click the option. The option becomes purple which indicates it
cannot be changed by the user.

User Group - CMM Users

Settings Configure Plots - lbers to Show

Assignable Cause / Action Number of Records ko Plot Calculation

=liLonfigure Plots 25 Plot Points (3-100) &

: ] ints [3 - pk =
Itemns to Show | J
Pre-Contiol Settings .

Plat Calors Plot Details me Z?nas
+ Data Collection Data Details L pLuns .
Scatter Trace - o llies
[rata Storage erir . [~ 2Sigma
+ Defaults - uto Expart Specification Limits . " Colorg
+| Defaults - Auta Report Control Limits I 3 Sigma
Defaults - Data Collection ' Mumeric Labels ; ;
+ Diefaults - File Creation Show Excluded Records hisker ppllor?s
Defaults - Manual Input Data Paints v Yeticdl Lines
+) Defaults - Trend D etection Highlight Changes In Cyan I Join Horizontally
Email
F“T:rls ‘ I~ Points
S'Uba's — Plot Label
enu Systern Manager
|Shuw Characteristic Label j
P Cenareous
| EE -
ew Determine Background Color
Statistical Gettings 1 Humber of points to check to determine graph background calor.
Trace Fields
Update [~ Use subgroup average for caloulating plat colars.

Plot Height Settings
™ Adjust plot height to fit all points:

{* Scale plots according to percentage based on wisible outermost limits.

25 Percent to show above and below

Range Charts
|Allow Range Chart contral on individual files j

MOTE: Lze the hand button below to lock [purple] any settings you want to have saved in the User Group.

Restore Defaults | {Iné Help LCancel
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Lock the Settings

When the Hand button is depressed and you float the mouse over any option,
the item is temporarily outlined with a purple square. Clicking on the item while
the purple square is shown causes the item to turn fully purple indicating it is

locked.

User Group - CMM Users

Settings

Aszsighable Cause / Action
B Configure Plats

Iterns to Show

T PiaFan e ke Dt

Note the pUrp e outline that displays
+over each item on the screen as you

“hover the cursor over each one. s
b e or | ¥ Cartrol Limits

Configure Plats - [tems to Show

Mumber of Records to Plat

25 Flat Paints (3 - 100]

Calculation

| Cok

-]

Click on an outlined item to lock
the item and have it highlighted

completely in purple.
[~ 3Sigma

Note: Any file settings needing global access such as Assignable Causes,
B Corrective Actions, Filters, and the Update location should be set so that all
computers use the same files. This ensures the entire company uses the same

settings. You set these items in this configure window.

The Hand Button

Change all settings to values that make sense for your company and use the
Hand button to lock all values you want restricted from the Group.

User Group - CMM Users

Settings
Aszsignable Cause / Action
=I Configure Plots

Pre-Control Settings
Plat Calors
+] Data Collection

[rata Storage
T Pimbmudbn Aibe Comarh

Canfigure Flats - ltems ta Shaw

Mumber of Records to Plot Calculation

25 FlotFointiz (3-100) [cek =]
Plat Details g ?nes

Data Details [~ 15igma 5

Scatter Trace I 25ima + Lines

M| Soecification Limits ~ Frlnrs

In this example the Calculation was set to Cpk and then locked so all computers
in the group display the Cpk value in the lower left corner of each plot. The
computers in the Group cannot change this setting since you locked it.

TIP: By default, the Hand button stays depressed allowing you to select many
items until you click the Hand button again.

Menu System Manager

All menus can be disabled and/or checked from the Menu System Manager in
the Manage Options screen. There is no need to use the Hand button on this
particular screen. Simply check the box in the Disabled column for the menus
you want to disable for the particular group you’re currently editing.

You may also disable or enable an entire subcategory of menu items by checking
the box on lines for main categories such as File, Properties, View, etc.

User Group - CMM Users

Settings
Agsighable Cause / Action
=I Configure Plats
Items to Show
Pre-Contral Settings
Plot Colors
¥ Data Collection
Data Storage
) Defaults - Auto Export
s - Auto Report
s - Data Collection

+ Defaul
Defaul

# Defaults - File Creation
Defaults - Manual Input

+ Detaults - Trend Detection
Email
Filters

Part 11

QCYiew
Statistical Settings
Trace Fields

tenu System Manager

Mark menus checked and disable menu items.

Menu Ttem

Rename/Move File...
) = Propertis...
General Settings...
Edit Nominals and Tolerances...
Modify Database Structure, ..
Purge...
Lock Editing In Point Properties
Pause Data Collection
Close Part File
Show QC-CALC SPC
Exit
E> = View
Toolbar
Top Status Bar
Bottom Status Bar

e brintis Silbnrn

Checked

mpzric [ E |

AR oo

Disabled -

The checkboxes
next to the main
menu items will
disable or enable all
subcategories with
one click.

[
O
O
Ll
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In the picture below, the File > Exit menu was disabled. With this setting, a user
hitting the X button will be prompted to enter a password to exit the program.
Additionally View > Bottom Status Bar was checked (so that status bar will be
displayed), and View > Point Properties was checked to be displayed and

disabled so no one can shut it off.

User Group - CMM Users

Settings tMenu System Manager
Azsighable Cause / Action

= Configure Plats

Mark menus checked and disable menu items.

Items to Show e
Pre-Control Settings
= File

Plat Colors Open

# Data Collection PEn. -
Delete...

Diata Storage Rename Move

+ Defaults - Auto Export
= Properties. ..

+ Defaults - Auto Report
Defaults - Data Collection

# Defaults - File Creation
Deefaults - Manual Input

# Defaults - Trend Detection
Email
Filters

Edit Nominal
Modify Datal
Purge...
Lock Editing In
Pause Data Co
Close Part File

File...

General Settings...

s and Tolerances. ..
base Structure...

Point Properties
llection

Checked Disabled ~

Manual Charac
Status Screen

Create Scatter

Fiestore Defaults

Global Show QC-CALC SPC
m Manager
Bxit
Mizcelaneous
= View
Part 11
ACview Toolbar
Statistical Settings Lop Staus Bar
Trace Fields o Bottom Status Bar
Update Characteristic Filters
P Record Fiters
i... Pgint Properties
Plot Properties
Quick Stats
Data Notes

Characteristic Picture
Trace Field Values

teristic Values

Add Range Charts
Remove Range Charts
Configure True Position. ..

Create Whisker. ..

MOTE: Check the box in the Disabled column to lock any settings pou want to have saved in the User Group.

| Help

C ORI O OO OO
KO OO DoORICCO00000D0ooon

1<)

Looiinlioooooon,
OoOO0ooooooon,

38.7 Edit Application Defaults

The Edit Application Defaults selection gives the administrator the ability to
modify the default values for QC-CALC Real-Time. Normally, these values do not
need to be modified but they can be under certain conditions. The most
commonly changed default values are surrounded with red.

Choose the Administrative Tools > Edit Application Defaults menu to display
this window.

Software Defaults Editor M- m
_ Setting Name|Setting Value A Setting Name | Setting Value 4 ~
MarSurfM400QCCNameField [ RH1
Mar\WirTaperSaveAsABS | 0
MaxCalculatedDims | 1000 MaxTextFactors
MaxDimensionsInRawData | 30
MaxMachineDims | 3000 e
MaxManualDims | 1000 =
MaxNumericFactors| 30 30
MaxPlotReportDims | 300
MaxRecords | 2000000 MaxRecords | 2000000
MaxTextFactors| 30 30
MeasureFitPar tRoutineExts | mfp |dxf MeasureFitPartRoutineExts | mfpdxf
MetLogix_M3_CutlabelafterChar | ~ MetLogix_M3_CutlabelafterChar | ~
Mat nniv M2 8 shalGuitchEnahiad|n e Mat amiv M7 T shalQuitrhEnahlad | n e
< > < >

Check the box in the Lacked column for the setting to be applied to the User Groups.

Unlock All

Check the box in the Lacked column for the setting to be appied to the User Groups.

Cancel Unlock all

To modify the values in the boxes simply double click on the item on the right
side in the grid you wish to change. This displays a dialog box with the current

value that can be changed.
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Be sure that you follow the current format in the box, for example if it is a number
you can only change it to another number. If it is a folder path you can only
change it to a new path and so on. If the format changes and you click OK, you
will get an error message saying An Invalid Input value was entered and you
will have to change it.

Note: Changing default values that are numbers is much simpler than changing
m the paths (C:\QVSI\BasicX\Config\) or any of the values that have pipes (|) in
[ them. You have to be very careful because you can change those values, and
QC-CALC may not know your value is invalid.

38.8 Set Current User Group

Once the User Groups are created and the options are locked for each group,
you activate the group by selecting it from the User Group list and clicking Set
Group. This should be a one-time change and QC-CALC will remain with this
active user group.

38.9 Logout

When you enter your password to modify anything in the Administrative Tools,
there is a checkbox saying Keep me logged in. Once you check this you can
modify multiple settings without re-typing your password each time. If you clicked
the checkbox to stay logged in, the Logout feature under the Administrative
Tools menu is used to cancel the edit feature. Closing QC-CALC and restarting it
will also logout the admin account.

38.10 Disconnecting from Admin Path

The Disconnect from Admin Path menu allows you to leave the Administrative
settings you’re currently connected to. You will be prompted to enter your admin
password before you can disconnect the path. This will also remove the
Administrative Tools menu until reconnected as an admin.

If you need to reconnect to the admin path, click Tools > Enable Administrative
Tools which will take you back through the Administrative Tools Setup. This
will also re-enable the Administrative Tools menu upon setup completion.

38.11 Troubleshooting

Administrative Tools Menu Not Visible

If you do not see the Administrative Tools menu when you start QC-CALC, it
means QC-CALC no longer has access to the central admin settings folder. If
QC-CALC was installed correctly then check the following:

» Check to make sure the local Windows user currently logged in has
access to the central administrative folder.

» If you are using mapped drive letters, make sure the drive letter originally
specified is still pointing to the same shared directory on the network.
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The User Group Path is shown at the top of the User Group Manager window.

User Group Manager

Use this screen to Add, Copy, Delete, Assign, or Edit User Groups.

BT 140C0150

CMM Users
Engineers

Journal Bracket User
OGP Machines
operator

Testing This path tells you where QC-CALC looks

for its administrative instructions. If this
path is lost, QC-CALC operates as a
single copy with its last known settings.

IAdmin Tool Path: C:\Prolinkadminy I

Close

38.12 CFR21 Part 11 Considerations

38.12.1 Introduction

This section describes QC-CALC’s operation as it pertains to the FDA title 21
Code of Federal Regulations (21CFR Part 11) requirements. It discusses how
QC-CALC is configured to meet the high-level requirements of Part 11.

In order to run QC-CALC in Part 11 Mode, you must enable Administrative Tools
due to the control nature of the Part 11 requirements. Part 11 settings are stored
at the group level, so you will find the settings screen for Part 11 in the Manage
Options window of each group.

38.12.2 Trackable Changes

The Part 11 Auditing features track all changes made to data after it is collected.
Each time a change is made, the user making the change is required to enter
their username, password, and select a Reason Code indicating the reason for
that change. These changes require authentication:

Changes to the actual value measured

Changes to the measure date or time of the measurement
Changes to the value of any trace field
Deletions/un-deletions of individual points
Deletions/un-deletions of records (parts)
Re-measurement of a part

Additions or removals of assignable causes

. Additions or removals of corrective actions

38.12.3 The Setup
The setup of Part 11 Auditing requires you to:

PNOO AN

e Create User Groups Administrative Tool pg. 254
» Set the Options for each Group  Administrative Tool pg. 255
» Add Users to the Groups Part 11 Setting pg. 261
» Enter Reason Codes Part 11 Setting pg. 263
» Enable Auditing Part 11 Setting pg. 263
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Begin the Part 11 setup by selecting the Administrative Tools > Manage User

Groups menus. Add as many user groups as necessary. You will see (None) as
the default until other named user groups are added.

User Group Manager

Use this screen to Add, Copy, Delete, Assign, or Edit User Groups.
e i & |
ol x|%|s|

BT 140C0150

CMM Users

Engineers

Journal Bracket User
OGP Machines

operator

Testing

Admin Tool Path: C:\Prolink\Admin,

Select the user group before clicking the Manage Group button. Set and lock the
common options for each group as discussed in the previous section.

To setup the Part 11 options, choose the Part 11 option on the left side to see
the following screen:

User Group - operator

Seflings | pPatii=
L3 st Lot leh ¥ Challenge users when making changes to existing values
=) Configure Plots
ltems to Show [ Challenge users as new data is received
Pre-Cantrol Settings I™ show ‘Remember Login Info' checkbox
Filot Colors
i+ Data Collection ~ Session User
1 Data Storage

[~ Enable

# Defaults - Auto Expart

# Defaults - Auto Report

() Defaults - Data Collection
i+ Defaults - File Creation

1 Deefaults - Manual Input

i+ Defaults - Trend Detection

[ Email : | feason Codes | Account Management
] Fileers

[ Global

1 Menu System Manager ™ Use LDAP to authenticate users

~Prolink User File Info

5 5 =
tatistical S ettings Qs o
[ Trace Fields
1 Update

Jason

User File Location:

iC:\PmI\andmm\ Browse

Location of Signature Certificate Files

iC:\ProI\nk\Adm\n\ Browse

Bestore Defaults ] | Help l LCancel
|
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38.12.4 Adding Users to the Group

You use the User tab and the Add button to add individual people to your
groups. Each person requires a name and password. You may also add a
graphic signature file to the user record. This is optional and can be placed on
digitally signed PDF reports.

Edit User
Lser Name: |Laura Account Management
[+ User must change password at next logon
Password: | ======
| Enforce password expiration
Signature Ficture: C_’%&-’Lﬂu Upload Password expires {days): 30
(max 100kb) - Remove .
[~ Account Deactivated
[~ Deactivate Account after exceeding authentication attempts
Allowed failed authentication attempts: |3
[~ Automatically assign this user to a group
| =
oK | Cancel |
Note: Graphic signature files are digitally stored within QC-CALC for security
@ reasons. As such, there is a 100K byte size limit to each uploaded image.

Prolink User File Info

User File Location:

|C: Prolink\admin' Browse

Users are not group specific and are shared across all groups.

38.12.5 LDAP

You cannot add Users if you choose LDAP as discussed in the LDAP
(Lightweight Directory Access Protocol) section on page 269.
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38.12.6 Account Management

The Account Management tab has options for account deactivation, failed login
attempts, and managing active and inactive accounts. If you are using LDAP to
authenticate users these options do not apply and will be disabled.

Users ] Reason Codes

Account Deactivation Notification
™ Motify Admin On Account Deactivation
Admin Email Address: |

Account Deactivation

[~ Deactivate users after authentication attempts exceeded
,3_ Allowed failed authentication attempts

[~ Log failed authentication attempts

[ Enforce password expiration
30 Paszword Expires (in days)

Inactive Accounts Active Accounts

Ben
Bruce
. Jason
Activate >> 1eff

Laura

i

<< Deactivate

Account Deactivation Notification

If this box is checked, an email will be sent to the address specified whenever an
account is deactivated

Account Deactivation

Deactivate Account after exceeding authentication attempts

If this box is checked, an account will be activated after a certain number of failed

attempts to access it. You can set the number of attempts in the box immediately
below

Log failed authentication attempts

If this box is checked, all failed authentication attempts will be logged and can be
reported on with other audit trail records.

Enforce password expiration

This allows you to set up password expiration for all accounts at the same time
instead of needing to do it individually.
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Adding Reason Codes to the Group

Along with authenticating username and password, users must select a Reason
Code when making changes to existing data. Reason Codes cannot be added at
the time of authentication.

Users Reason Codes ]Accountl\‘lanagement]

3 =

W7 W

Mew Reason Code

Please enter a new reason code.

Cancel

Reason Code File Location:

|C \Prolink\admin Browse

Reason Codes are shared across all groups. The maximum length of a reason
code is 64 characters.

38.12.7 Challenge Users

The top section of the Part 11 area controls how users are challenged when
collecting or editing values.

User Group - operator

e

.

+

+

e

Settings Part 11
Azsignable Cause / Action

- v Challenge users when making changes to existing values
Configure Plats

Iterns to Show | Challenge users as new data is received
Pre-Lanhol S ettings Iv Show ‘Remember Login Info' chedkdbox

Plot Colors

Data Collection Session User

Data Storage ik

Defaults - Auto Export i

Defaults - Auto Repart (¢ Uze currently logged on Windows ID

Defaults - Data Collection
Defaults - File Creation
Defaults - Manual Input [~ Do not challenge for a password (Creation entries only)

Defaults - Trend D etection

" Prompt for User Mame and Password

Challenge users when making changes to existing values

This option enables the auditing system in general. Users will be required to
provide a username, password, and reason code when attempting any of the
trackable changes. See the Trackable Changes section on page 259 for more
details.

Challenge users as new data is received

Checking this option will require users to provide a username and password as
new data is collected.

Show ‘Remember Login Info’ checkbox

This option enables users to enter their username and password once and have
it remembered.

Session User

The Session User area enables settings that change based on the user that logs
in to the software. As Users are being configured, they are added to specific
User Groups and then when QC-CALC is launched the user will be asked to
enter their User Name and Password. QC-CALC will use this information to
determine which User Group should be loaded and the appropriate settings will
be applied to that session.
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Use currently logged on Windows ID

This option will automatically use the Windows ID, but that ID MUST match a
User Name in the list of Users in the Admin Tool.

Prompt for User Name and Password

As QC-CALC launches the operator will be asked to enter their User Name
and Password and the appropriate settings will be loaded based on that user
information. This User Name will also be entered into the challenge screen
so the user will only have to enter their password.

Do not challenge for a password

With this option checked the operator will not be asked to enter any
information as new data is received. The value entered during the QC-CALC
loading process will be used for all challenge answers.

Fas Note: The Enable Auditing setting is NOT shared across all groups and must
[ be set for each group that requires it.

38.12.8 Editing the Data

Editing tools were added to QC-CALC to help you fix bad readings. Please
recognize Prolink makes a distinction between bad readings vs. bad parts. When
a gage saves a reading that must be changed due to gaging errors, the Part 11
tools described here help control the “who, what, and why” of the change that
was made.

Right-clicking on a point in QC-CALC Real-Time yields the familiar pop-up menu
shown below.

Print latest report with current data selection..

Celaulate Limits

Add/Remoye Range Chart

Assign Cause
Assign Corrective Action
Manage Causes and Corrective Actions. ..

Exclude/Restore Point(s)
Exdude Restore Record(s)
Recalaulate Characteristics for Selected Points

Remeasure Record

Set as Last Record Received (M)

Reset Incrementing Persistent Trace Field
Transform Characteristic (Cpk Only)
Displayed Calculation

Assign Notes...

fl  Assian Picture...
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Selecting Point Properties allows you to edit the value as shown.

Pairt Properties [FE - To toggle editing] 7 x |(CRlb
Record | &7
Characteristic Label Ho

Date] | 12121554
Time] | 12:00:00 PM
005!
eyia =]

¥ The inspected value is highlighted
""""""" and can be changed.

All items in white (circled to the right)
are editable

Assignable Cause 1
Assignable Cause 2 | Mone
Corrective Action 1 | Mone
Corrective Action 2 | Mone | it i 1 il Fiaiiinle = Sttt
Faizs 2

38.12.9 Documenting the Chan

When you finish changing the value, press the ENTER key or the F6 key, or
close the Point Properties panel. At this point the Part 11 Audit box appears
requesting information. You must complete this dialog or your changes are
discarded!

Select your name from the User Name list, enter your Password, and select a
Reason Code from the list. Click OK and your changes are saved. If you do not
complete this sequence or press Cancel, your changes are discarded.

[Pairt Propertiss [F& - To toagle editing] 2 ole Position
—— LR
Characteristic Label | X Hole Position
Date | 1211211994
Time | 12:00:00 PM

Deviation | 0.00048
Cavity | 11
Machine | 2
Part | 343
Lot Number | 22
Line | SOUTH
Supplier | INTEL |
Machine Type | Vision | User Name: Ben | Password:
Fixture | 14L -
Operator | Laura /B Reason Code:
Assignable Cause 1 None -.. - -
Assignabke Cause 2  None
Corrective Action 1 | None
Corrective Action 2 | None

EmEmEE

Fais | 0

vou have "Challenge Users" seftings enabled.)

gSelect your name, enter your password, and
select a Reason Code from the list to add a
label as to why the value was changed.

Once the challenge is answered, the edited point turns navy blue and is bold in
the Point Properties panel. This is your visual clue the value has been edited.
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38.12.10 CFR Part 11 Audit Report

You can generate a report containing all changes made to a part file by printing a
special report included in the Real-Time report list called the “CFR Part 11 Audit
Report.” This report is generated the same as all other Real-Time reports, but it
contains the pertinent audit trail information as required by Part 11. To open the
Manual Report Settings menu, click Report > Print Report, and from here you
can edit and save the settings required for your CFR Part 11 Audit Report.

Manual Report Settings

Manual Report Settings Feport Tupe
Report Type Select Report and Template

Report Specific Options Report Type Design Template
|CFR Part 11 Audit Report |
Edit Input File
Template File Mame

|I::'\Users\F’uinckF‘mIink\Q C-CaLC 4.15Template\Defaultbudit Report. A1

Range of Records

| &l Awailable Records =]

Print Ta...
Report Destination

|File |

-

File Type

File Format

| 4DOBE POF Format Signed
File Path
| o\ zershPublichProlink AC-CALT 4.15R eparty

File Mame
[<FMz <CD> <CT> Custom

[ Send in Email [Sample@sample. 2] Configure
-
v Openin Default Application

iy

Restare Defaults | Cloze | Print | Cancel

Signed Reports PDF Only

You must print signed reports to File and select a File Type of Adobe PDF
Format Signed in order to see your signature. If the file has been tampered with,
it will say so. Change the File Name and location to the appropriate name and
click OK. The PDF file has properties that you can review.
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PDF File Signature Properties
The tamper proof signature is found in the signature section of the final PDF file.
Clicking the Signature button reveals the status of the file. QC-CALC adds the
password protected username to the document and includes the Reason Code
they chose. If the file is modified in any way, the signature property indicates it is

a tampered file.

® B E Q

At least one signature has problems.

Signatures

[Z] =~ Validate All

vh Rev.1User that signed and created

the report, added by QC-CALC

Signature validity is unknown:

E% @ =3

Document has not been modified since this signature was applied
Signer's identity is unknown because it has not been included in your list
Signing time is from the clock on the signer's computer.

~s Signature Details

[FE’:a:on: Signed for‘«‘alidatioﬂ Document ID 162779260

Certificate Details... \
Friieats bl The Reason Code you
Last Checked: 2019.05.02 14:48:37 -04'00' selected at the time of
report creation

Field: Signaturel (invisible signature)

Click to view this version
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38.12.11 Sample Audit Report

This sample audit report shows the detail necessary to trace any changes to any

QC-CALC database. It includes the original value before the edit and the new

value. All editable items in the database are added to this report. You can print

this report for an individual point by right-clicking on the point and selecting the

Print Report menu. A history of that one point (part) is printed.

| abeq

‘plomssed
18y Jo s1y siajus Jash syl |
wasaid aq Ajuo [Im sweu siy|

"1y 4ad S paubls

ey nof sem 3l sunsua ol ainyeubls
Inof o11elay o aumsid e ppe ues no ),

M UMM PRIBI20SSE SWeU B sel Juswnaop
81 a.nsus o1 plomssed pue sweu Jasn
Anof o131 ppe pue sy ainjeubis e a3e81s noj,

\ Anus eyep Buunp onﬂ.\\ 2Inig | 0Lose 9¥0s'8 \ g ainesd g uoisusiig Wd JZZF€ BODZ/ZLIS Zl

\ ved fuip o anp m.r___umm_\vr\m_ 2Inug | 0205 Dg dl | 2°H  Uolsuswiig Wd ¥1-6E-5 8002/6/5 Zl
\ 2qo.id uﬁm&‘?uc: waoj 100058 \‘Nmmw g g =inesd g uoisuswig] Wd 0E-LF-£ 800E/CLIS g
\ \:meow_ 1350 w:_mg SNjeA PlIO |=20E7 pabueyo way abueys jo a1eQ J9Yy

Buuayy 225 "ued auo Jo,

13)L #lep e ajeann
asedid *

800Z 'z ABlA UD pajuLd

odal e 21212 pUE J2qUNU

[E12p 2J0W J0) BIED
S Jejnaiged e o yaJeas

“paunaao abueyd ay) uoseas pue ‘J3sn ‘Jaquinu
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38.12.12 LDAP (Lightweight Directory Access Protocol)

QC-CALC has a built-in User > Password system but some organizations
require these account names be stored and managed at the company level
instead. The chosen standard is an LDAP server. For such organizations, QC-
CALC provides a simple interface.

When the Use LDAP to authenticate users option is checked, the contents of
the Users tab changes to reflect the LDAP settings instead. You will need to
contact your IT department to setup the required “connection string”. When
changes are made or new data is collected you are asked for your User Name
and Password. You must enter your company logon name and password
instead of any identification you may have entered into the QC-CALC system.

User Group - CMM Users

Settings Part 11
1 Assignable Cause / Action
(= Corfigure Plats

Items to Show [~ challenge users as new data is received

¥ Challenge users when making changes to existing values

Fre-Contral Settings [~ Show Remember Login Info' checkbox
Flot Colors

% Data Collection Sesslon User

L1 Dala Storane ™ Enabie

% Defaults - Auto Export

1+ Diefaults - Auto Report = Usi

~1 Diefaults - Data Callection S e
% Defaults - File Craation
f

| Diefauls - Manual Input I™ Do ot challenigs fo

& Difaults - Trend Detection

) Email Users | Reason Codes | Account Management |
1 Fiters

1 Global

1 Menu System Manager

[¥ Use LDAP to authenticate users

| Miscellaneous 1~ LDAP Connection
m Fart 11

= QE'V‘?W X LDAP Server Address (URL):  [LDAP:/LDAPServer
1 Statistical Settings |

[ Trace Fislds | Signature Pictures
1 Update oy P
L o

Location of Signature Certificate Files

|c:\ProgramDatatProlink\QC-CALC 4. 1\Certificates) Browse
Bestore Defaults | | Help ] LCancel

Signature Pictures can be added within the QC-CALC system by adding the
LDAP user name and the picture to associate with that user.

Signature Picture: (%@A,‘JMH Uolozd

(max 100Kh) - Remove
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